bipolar uk

SUPPORTING PEOPLE AFFECTED BY BIPOLAR

What to do in the event of data breaches

It is key to remember that mistakes do happen, which is why it is important to be prepared.
We have created this document to help you understand what to do, so that you can act
quickly in the event of a data breach.

Acting quickly is important, this is because our Data Protection Policy states that:

Any breach of data security or other breach of this policy must be reported immediately to
the Deputy CEO so that they can assess whether a report should be made to the
Information Commissioner and what other action should be taken. Reports to the Information
Commissioner must be made within 72 hours.

If you have any questions, please contact the Support Groups Team.

In the case of an email error, which has led to the email addresses not being Bec’d,
please see the steps below.

1. Send another email to everyone (ensuring this email is Bcc’d) saying the following:
Dear attendees,

It has come to our attention that unfortunately there has been a data breach regarding the
group reminder email that was sent [date & time]. Please can you delete the message from
your inbox and then check both the 'Trash' and 'Deleted Items' inbox to discard of any
residual copies. On behalf of Bipolar UK, | sincerely apologise for this error and can assure
that we have reported the data breach to the Bipolar UK Support Groups Team who will
inform the responsible data lead and Deputy CEO.

Once again, | do apologise for this error and hope that this has not caused undue offence or
distress.

Kind regards

2. Please email supportgroups@bipolaruk.org or call 0333 323 3885 to inform Bipolar

UK of the incident. If no one is available, please leave a voicemail.
a. When you email supportgroups@bipolaruk.org please also CC
rphillips@bipolaruk.org

3. Forward any questions, concerns, or complaints regarding the data breach to
supportgroups@bipolaruk.org

4. Let Bipolar UK know if you need any support- we understand that such incidences
can be upsetting and are here to help.
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Other data breaches

This could include the following:

* loss of confidential information, for example a contact form.
* loss of Bipolar UK property which may have confidential information, for example an
electronic device.

» calendar invites that expose contact details.
+ compromised group email account: hacked, unsolicited emails.
* emailing the wrong recipients.

In any of the above instances, please email supportgroups@bipolaruk.org or call 0333
323 3885. This is so that we can log the breach as soon as possible and provide any
extra support that may be needed.

We ask that our volunteers follow the below guidelines to reduce the risk of data
breaches.

* Do not keep the email account logged in on any device.
» Do not leave personal information in view of anyone else or in shared areas.
» Do not hold on to personal information, including contact details, of members. These
should be sent to Bipolar UK.
* Do not ask for, or store, attendees’ personal details, other than as directed by Bipolar
UK.
* Do not use or create WhatsApp, or other social media platforms, to communicate with
group members.
« Do send email group reminders during working hours (Monday to Friday, 9am to
5pm) so that any issues can be dealt with promptly by staff.
« Do only use the email account if you have read and understood the following
documents:
o ‘Email Guide’ issued by Bipolar UK, September 2019
o ‘Data Protection and GDPR- what does it mean for support groups?’ issued
by Bipolar UK, June 2018
o ‘Data Protection Act 2018 Factsheet- Overview’ issued by Department for
Digital, Culture, Media, and Sport
o ‘What to do in the event of a data breach’, issued by Bipolar UK, September
2019
o ‘Data Protection Policy’, issued by Bipolar UK, June 2019
« Do only use official Bipolar UK email account to contact members, and store member
contact information.
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